Facebook, the popular social network site, is changing the nature of privacy and the consequences of information disclosure. Despite recent media reports regarding the negative consequences of disclosing information on social network sites such as Facebook, students are generally thought to be unconcerned about the potential costs of this disclosure. The current study explored undergraduate students' information disclosure and information control on Facebook and the personality factors that influence levels of disclosure and control. Participants in this online survey were 343 undergraduate students who were current users of Facebook. Results indicated that participants perceived that they disclosed more information about themselves on Facebook than in general, but participants also reported that information control and privacy were important to them. Participants were very likely to have posted information such as their birthday and e-mail address, and almost all had joined an online network. They were also very likely to post pictures such as a profile picture, pictures with friends, and even pictures at parties and drinking with friends. Contrary to expectations, information disclosure and information control were not significantly negatively correlated, and multiple regression analyses revealed that while disclosure was significantly predicted by the need for popularity, levels of trust and selfesteem predicted information control. Therefore, disclosure and control on Facebook are not as closely related as expected but rather are different processes that are affected by different aspects of personality. Implications of these findings and suggestions for future research are discussed.
Introduction

O
nline social network sites, such as Facebook, are changing the nature of social relationships. 1 Facebook began as a "virtual yearbook" for college students 2 but has now become a social phenomenon available to anyone who has access to a computer. Facebook provides a unique research environment because of its heavy usage patterns and its ability to bridge online and offline connections. 3 By its very nature, Facebook provides an easy way of sharing information with friends, acquaintances, and even strangers, 1 but are there potentially negative consequences of the disclosure of such personal information? Media reports have shown that students' Facebook sites have been used in assessing their employment candidacy and that students have been suspended or criminally charged on the basis of information posted on Facebook (for a review, see Peluchette and Karl 4 ). In addition to anecdotal evidence about the actual risks of disclosing on Facebook, some research indicates that young people perceive psychological risks associated with feeling uncomfortable or regretful about their disclosure and social risks such as experiencing conflict with parents. 5 Other studies have shown mixed results regarding students' concerns about the possible consequences of information disclosure on social network sites. While some students admit that they have posted information on their Facebook site that they would not want current or potential employers to see, 4 others appear more conscious of the impression that other people, such as their teachers, give when using Facebook. 6 By contrast, a recent study suggests that Facebook users are Department of Psychology, University of Guelph, Guelph, Ontario, Canada.
very concerned with their privacy but have a different concept of privacy and control than previously understood. 7 Traditional privacy research would suggest that choosing whether to disclose or keep certain information private is a balancing act, one that involves the management of privacy boundaries and decisions about whom to include within those boundaries. 8, 9 However, research about disclosure and privacy in the Facebook environment suggests that despite privacy concerns, individuals disclose a great deal of personal information. 5, 10 Adolescents are particularly receptive to the potential benefits of their disclosure on Facebook, 5 and the same may be true for young adults, as a large number of Facebook friends can be seen as a source of social capital. 3 Relationship maintenance may also help young adults adjust to a new environment, such as when students start off at university in a new city. In addition, the need to belong has been shown to correlate positively with the willingness to join a social network site. 11 For young adults, the need to be a part of their social group and the need for popularity are key elements in their lives (for a review, see Santor et al. 13 ). Hence, it should not be surprising that young adults report that having a presence on sites such as Facebook connects them to a social network, and being visible within a social network is perceived to be an important aspect of popularity. 12 Disclosing information is also an important part of building relationships. Previous research has shown that there is a reciprocal relationship between trust and self-disclosure in online communication. 14 Information disclosure increases the impression of trustworthiness and results in reciprocal personal disclosure on the part of the conversation partner. Paradoxically, while people who disclose information on Facebook are seen as more trustworthy, having too many friends leads participants to doubt the authenticity of an individual's popularity. 15 In addition, self-esteem may have an impact on the benefit people gain from using Facebook; those who have higher self-esteem have been shown to use Facebook more frequently in order to increase closeness in relationships. 4 In the current study, we explore students' use of Facebook: what information they disclose, how they control access to that information, and the personality factors (need for popularity, self-esteem, trust, and general tendency to disclose) associated with online information control and disclosure. We selected Facebook intentionally because it is currently the most popular social network site in Canada. 16 The use of an undergraduate sample is also deliberate because Facebook is ubiquitous in this group, with over 90% of students using it. 3 Our goals are to examine whether information control and disclosure on Facebook are correlated and whether the same personality factors that predict increased disclosure also predict more lax information control.
Materials and Methods
We used an online survey to examine Facebook users' disclosure and information control behaviors. This study received ethics approval and was conducted in accordance with the American Psychology Association (APA) ethical requirements. Participants could complete the online survey anonymously from any personal computer. Inclusion criteria required that participants were undergraduates under the age of 24 and were current Facebook users. Participants were 343 (81 men, 261 women) undergraduates at a mid-size university in Ontario, Canada, who were predominantly Caucasian/White (89%), heterosexual (96%), in their first year of study (79%), and ranged in age from 17 to 24 (M ϭ 18.69, SD ϭ 1.03). They were primarily recruited from a pool of psychology students and received partial course credit for their participation. Because a much higher proportion of women attend the university where the study was conducted, and this male-female ratio is even more discrepant in psychology, efforts were made to increase the number of male participants by recruiting in courses known to have higher proportions of men, but the sample of male participants remained low. An examination of the means and standard deviations revealed no difference on relevant variables among participants recruited using different means, across gender, or year of study. Participants were asked basic demographic questions, questions about the information they disclose, types of pictures they are likely to post, and likelihood of using the various privacy settings available on Facebook (information control, measured using a 7-item scale created for the current study with Cronbach's ␣ ϭ 0.86). A sample item from the information control scale is: "How likely are you to say no to a Facebook friend's request in order to control who has access to your information?" In addition to these behavioral questions, participants were asked personality questions about their self-esteem (seven items of the Rosenberg self-esteem scale, as used by Ellison et al. 3 ), their need for popularity, 13 levels of trust, 17, 18 general tendency to disclose personal information, and likelihood of disclosing personal information on Facebook specifically.
Results
Participants reported spending an average of 38.86 minutes on Facebook each day (SD ϭ 32.16) and had between 25 and 1,000 Facebook "friends" (M ϭ 297.07, SD ϭ 173.21). They reported being significantly more likely to disclose personal information on Facebook (M ϭ 4.26 on a 7-point scale, SD ϭ 1.42) than to disclose personal information in general (M ϭ 4.08, SD ϭ 1.40, t(341) ϭ 2.80, p ϭ 0.01).
Facebook users have the option to share a variety of personal information in their profiles, and nearly all of the participants had joined a network (97%) and posted their birthday (96%). Participants were also very likely to share personal information such as their e-mail address (85%), hometown (85%), relationship status (81%), along with their school and program (72%). Participants were far less likely to share their phone number (24%) and were very unlikely to share their home address (4%). Considering the high likelihood of having joined a network, as well as that, by default, membership in a network allows any member to see another member's profile, these behaviors can make personal and revealing information accessible to friends as well as complete strangers. Participants were also likely or very likely (on a 7-point Likert scale) to post a profile picture (M ϭ 6.59, SD ϭ 0.89) and pictures with friends (M ϭ 6.41, SD ϭ When asked about the importance of being able to control who sees their information on Facebook, 76% of respondents indicated that it was at least somewhat important to do so (M ϭ 4.46 on a 7-point Likert scale, SD ϭ 1.44). Surprisingly, the bivariate correlation between likelihood of disclosure on Facebook and scores on the information control scale showed a near-zero relationship (r ϭ Ϫ0.09). To better understand this finding, we examined what factors predict these two variables using multiple regression analyses. In the first model, we used disclosure on Facebook as the criterion variable and included general likelihood of disclosing information, trust, self-esteem, and need for popularity as the predictor variables. As expected, general likelihood of disclosure predicted 31% (␤ ϭ 0.57, p ϭ 0.00) of the variance in disclosure on Facebook, making it an important control variable in the first block of the regression analysis. Trust and self-esteem, entered into block 2, were not significant (␤ ϭ Ϫ0.01, p ϭ 0.88 for trust; ␤ ϭ 0.01, p ϭ 0.82), but need for popularity, in block 3, predicted an additional 1% of the variance (␤ ϭ 0.12, p ϭ 0.02), which is notable considering the strong impact of general disclosure within the model. The full model accounted for 32% of the variance in likelihood of disclosure on Facebook.
In the second regression analysis, we used the same model to predict information control on Facebook. As expected, general disclosure was a significant predictor of information control (␤ ϭ Ϫ0.17, p ϭ 0.02), and the direction of the effect was opposite of that for information disclosure. However, contrary to our findings for the previous model, need for popularity did not predict information control (␤ ϭ Ϫ0.05, p ϭ .35), whereas trust (␤ ϭ Ϫ0.12, p ϭ 0.05) and self-esteem (␤ ϭ 0.13, p ϭ 0.03) were significant predictors. Overall, the model accounted for only 4% of the variance, which suggests that other important predictors of information control on Facebook should be considered in future research.
Discussion
Participants in this study disclosed a variety of personal and identifying information, and nearly all belonged to a network. However, contrary to the assumptions reported in the popular media, 4 students in our survey were generally concerned about their privacy and reported that they were likely to use the variety of privacy settings. Our analysis of the factors at play in information disclosure and information control suggests that these two variables may not be two ends of the same spectrum, as research on balancing privacy and disclosure would lead us to believe. 19 Instead, we suggest that they are independent behaviors influenced by different aspects of personality. The finding that information control and disclosure on Facebook are not negatively correlated further supports this argument.
General tendency to disclose and need for popularity were the only significant predictors of information disclosure on Facebook. In contrast, information control was negatively predicted by general tendency to disclose and by trust and self-esteem. In addition, participants reported being significantly more likely to disclose information on Facebook than they were in general. Together, these findings suggest that there is something different about the ways in which people act when interacting in the Facebook environment as compared to other means of communication. Perhaps it is because Facebook creates norms regarding what specific information to disclose based on what others have disclosed. It is an environment where information is shared proactively and in response to others. Of course, this hypothesis is one that will need more investigation in the future.
What is it, then, about Facebook that results in higher disclosure? It may be the case that either the visibility of one's social network, or the social exposure that the Facebook environment provides, influences an individual's need for popularity. Because need for popularity was found to be a significant predictor of disclosure on Facebook, the environment itself may enhance the saliency of popularity and its importance in a social network. It may also be the case that Facebook makes information disclosure the key factor in assessing a person's popularity. Having a presence on Facebook requires that a person post many pictures, have active discussions with friends, and share personal interests and information. Popularity and disclosure thus become inextricably linked. Zhao et al. explored identity construction in what they call "nonymous" environments and found that in environments such as Facebook, where people are linked with their offline identities, individuals show rather than tell others about themselves. 20 In this way, identity is constructed by sharing information such as pictures and interests. From this perspective, identity is not an individual characteristic but a social product created not only by what you share, but also by what others share and say about you. Disclosure thereby becomes an aspect of identity construction, and that construction is linked with popularity: the people who are most popular are those whose identity construction is most actively participated in by others. As a result, the risks of limiting access to personal information become greater than the risks of disclosure, because when limiting access, the individual also limits the potential for identity construction and thus potentially reduces his or her popularity. Concerns over the risk of limiting one's potential for her popularity may be sensible: a recent study has shown that adolescents who disclose more information on their social network sites receive greater social support from their same-sex friends. 21 One interesting finding in our study is that the need for popularity, which significantly predicted information disclosure, did not predict control of personal information. Instead, higher self-esteem predicted higher likelihood of controlling information, as did lower levels of trust. Perhaps, then, controlling what is shared with more distant acquaintances on Facebook is different from sharing information with close friends. As Ellison et al. suggest in their discussion of weak ties, those with lower self-esteem may care about sharing information with everyone, but those with higher self-esteem are only concerned about their popularity within their chosen circle. 3 Evidence exists for the idea that young adults are most concerned about controlling their personal information such that specific others cannot see it. For instance, boyd discusses how youth explore their identity online but control what their parents can see of that online identity. 12 Similarly, Peluchette and Karl found that 20% of participants in their study would not be comfortable with employers seeing certain information on their Facebook site, 4 but participants did not take measures to control who sees what information. Perhaps this lack of information control happens because of the popularity risks associated with limiting potential contributors to their identity: people with a high need for popularity may indeed care about their pri-vacy, but they may not be willing to sacrifice their popularity by implementing privacy controls. In our study, we asked about the likelihood of using certain privacy settings and the importance of controlling personal information, but we did not explore the degree to which people care about privacy. This methodological distinction may explain why individuals in our study who had higher self-esteem scores also reported that they would be more likely to use the Facebook privacy settings. Those with higher self-esteem may have less need for the input of others into their self-construction. Identity in adolescence is co-created by individuals and their peers, 22 and self-esteem and consensual popularity (being perceived as fashionable and fun) are directly related to one another. 23 In addition, adolescents with high self-esteem are protected from many of the difficulties of their age, such as peer pressure and alcohol misuse, 24 lending support to the idea that those with higher self-esteem may be less concerned with identity co-construction.
Conclusions and Future Research
Our research provides evidence of different psychological factors involved in information control and information disclosure, but more research is needed, especially in explaining what factors would lead young adults to control their information. Concerns about the amount of information that young adults share on online network sites make this an important area of research. However, young adults may not see these issues from the same perspective as more mature adults. Attempts to help them protect their personal information may require a different approach than would be used if the target audience were composed of even slightly older adults. Perhaps one way to make youth more aware of these issues is to focus on social rather than safety concerns, since the need for popularity seems to be the driving factor that results in Facebook disclosure. And with Facebook's expansion beyond university settings, given that its largest growing demographic is people 25 years of age and older, 25 it will also be important to better understand how these factors affect information sharing in adults. In addition, youth are generally more technically adept than adults, 26 so adults may have a harder time controlling information to the extent that they would like. Adults and youth, as suggested by public media and academic research, 7 may also have different definitions of privacy, making it important to learn more about their desire for information control.
